
Guidelines for Courthouse and Public Building Security in Iowa 
Jointly approved by the Iowa State Association of Counties and the Iowa Judicial Council (2015)
Preambletc \l4 "I.  Rationale
In Iowa, county courthouses and other county buildings are where citizens go to resolve their legal disputes and obtain services provided by various county offices (e.g., the treasurer, recorder, auditor, sheriff, and county attorney).  Some people who come to court or county offices become upset and pose a threat to the safety of citizens who are there to conduct business and people who work there.  The facility itself and valuable equipment and records can also be at risk.  Such incidents are becoming more common in both urban and rural counties.  These guidelines provide helpful directions for county and state officials who are responsible for providing adequate security.  
The guidelines herein are not laws passed by state or county government, so they cannot be the basis for compelling county or state officials to take any particular action.  However, the guidelines reflect a general consensus regarding best practices that county and state officials should aspire to implement as soon as it is feasible to do so.  A table at the end of this document provides a checklist of the specific guidelines and recommended level of priority (short term, medium term, long term) for implementing each guideline.
Guidelines for Courthouse and Public Building Security (CPBS)tc \l4 "II.  Direction and Oversight of Courthouse Security
CPBS-1
Each county should establish a Courthouse and Public Building Security (CPBS) Committee. 
Membership:  The chair of the county board of supervisors (or appointee of the chair) and the chief judge of the judicial district (or judicial officer appointed by the chief judge) should appoint a Courthouse and Public Building Security (CPBS) Committee for the county.  The CPBS Committee should include at least the following members: a judge (who should chair the committee), a member of the Board of Supervisors, the director of the county’s Office of Emergency Management, and representatives from the offices of the sheriff, local police, county attorney, clerk of court, juvenile court services, and other county offices.  Additional members may be appointed.
Priorities:  The CPBS Committee’s highest priority should be the development of a written CPBS Plan and, thereafter, to monitor implementation and the ongoing management of the plan and to amend the plan as needed to address changing circumstances. 
Meetings:  The committee should meet at least twice each year to discuss safety and security issues.  The CPBS Committee chair, or the chair’s designee, should submit minutes of each meeting to all members of the CPBS Committee, members of the county board of supervisors, and the chief judge of the judicial district.
CPBS-2
The CPBS Committee should develop a written Courthouse and Public Building Security (CPBS) Plan. 
Many counties already have written CPBS Plans.  Examples of such plans can be obtained from State Court Administration in Des Moines.  A CPBS Plan should address at least the following three main security-related areas:  
A. Emergency Action Plan.  This section of the CPBS Plan should include policies and procedures for persons in a courthouse or other public building to follow, and adequate emergency equipment and supplies (e.g., bandages, medical masks), to effectively respond to the following types of immediate threats to health or safety. 
1. Fire – including map of escape routes and at least one annual fire drill. 

2. Tornado – including map of shelter locations and at least one annual tornado drill. 

3. Flood – including plans for protecting records, equipment, etc.
4. Infectious disease outbreak – including contact information for the county and state Public Health Departments.
5. Bio-terror incident (e.g., anthrax, etc.) – including appropriate supplies and protocol (standard protocol template available from state court administration).
6. Bomb threat – clarify who will decide appropriate action. 
7. Active shooter – including general protocol and specific training programs for all personnel.
8. Hostage situation (same as / combined with active shooter training).
9. Medical emergency (e.g., heart attack, physical injury; exposure to blood, etc.) – including appropriate supplies and CPR training for staff.
B. Physical Security Equipment and Facilities Plan.  This section should include plans for addressing the following physical security issues:

1. Initial physical security assessment by the U.S. Marshal’s Office or the state Office of Homeland Security:  It is strongly recommended that each county have an overall evaluation of the security of the county’s courthouse and other public buildings conducted by an expert in this field and that the county incorporate the evaluator’s recommendations into its CPBS Plan.  
2. Duress alarms:  Should be installed at each courtroom bench, judge’s chamber, clerk’s office counter, other clerk’s office location, Juvenile Court Services (JCS) office, and each office in a county building.  These should be separate from, and in addition to, the local 911 system and should not interfere with 911 calls.
3. Telephone for external communication:  A land line or cell phone should be available for external communications in location where there is a duress alarm (see above).

4. Exterior doors and windows: All exterior doors and windows in the courthouse and other public buildings should include high quality locks and intrusion alarms.

5. Fire and smoke detectors:  These should be installed in locations throughout the courthouse and other public buildings consistent with state or county regulations.

6. Hoses, hydrants, and fire extinguishers:  These should be installed, accessible, and operational consistent with state or county regulations.

7. Adequate medical/first-aid supplies, including an automated external defibrillator:  Each office in a courthouse and public building should maintain an adequate supply of medical/first-aid supplies (e.g., bandages, medical masks, non-latex gloves) to respond to an emergency.
8. Adequate tornado shelter:  Each courthouse and other public building should include such a shelter location for persons who are in a court or public building when a tornado event occurs.

9. Adequate interior lighting:  All courtrooms, hallways, offices, restrooms, and stairways should have adequate interior lighting.

10.  Adequate emergency interior lighting:  An emergency lighting system should be installed for all courtrooms, hallways, offices, restrooms, and stairways.

11.  Adequate exterior lighting:  The exterior grounds adjoining a courthouse or other public building and any parking lots provided for judges and staff employed in a court or public building should have adequate lighting.

12.  Magnetometer:  A hand held magnetometer should be easily accessible for law enforcement officers to conduct security screening when necessary.

13.  Security cameras:  These should be installed in key locations in a courthouse and possibly other public buildings and monitored by trained security officers. 
14.  Counter security screens in the clerk of court office and all county offices that have a public counter:  A clear and bullet-resistant screen should be installed at the public counter in the clerk of court office and other county government offices in the courthouse. Installation of a security screen that meets UL Standard 752, Level III, should be considered (see Chapter 16, p. 8, in: U.S. Courts Design Guide, Administrative Office of the U.S. Courts, 2007).
15. Bullet-resistant material inside the front of each judge’s bench:  A bullet-resistant barrier should be installed on the inside of the front of each judge’s bench. Installation of a security screen that meets UL Standard 752, Level III, should be considered (see Chapter 16, p. 7, in: U.S. Courts Design Guide, Administrative Office of the U.S. Courts, 2007).
16. Advanced security screening equipment:  Courthouses, especially those in counties with a substantial court caseload, should have airport-style security screening equipment installed at the entrance to the courthouse.
17. Separate secure entrance and hallways for movement of prisoners into and out of the courthouse:  When a county builds a new courthouse or does a substantial remodeling of an older courthouse, it should incorporate a separate secure entrance and hallway for transporting prisoners into and out of the courthouse to protect the public, courthouse employees, and judicial officers.

18. Separate secure parking, entrance, and hallways for judges and elected officials:  To prevent judges and elected officials from confrontations with disgruntled litigants or citizens, the county should consider installation of a secure parking area or facility for their use.  In addition, when a county builds a new courthouse or does a substantial remodeling of an older courthouse, it should incorporate a separate secure entrance and hallway for judges and elected officials, if feasible, to enter and exit the court facility.  
C. Security Operations Plan.  This section should include adequate provisions on at leasttc \l1 "Ia-CHS-02
The physical security plan includes adequate provisions in at least the following operational issues:
1. Designate a security coordinator (SC) and backup SC in each office in a court facility or other public building.  It is imperative that each office in a court or public building have a designated security coordinator – and backup SC – to guide employees in the office to respond appropriately and promptly when emergency events arise, serve as the person who knows where emergency supplies are located and how to use them, and serve as a point of contact in the office for communications with law enforcement officials during an emergency.
2. Assign a trained and armed peace officer to the court facility:  Whenever a judicial officer is providing services in a court facility, a trained and armed peace officer should be present in the facility to provide security.  The Iowa State Bar Association’s Courthouse Security Task Final Report (2005) recommended this policy for all courthouses.
3. Limit public access to a courthouse and possibly other public buildings to a single entrance and exit point (where this is structurally feasible):  The Iowa State Bar Association’s Courthouse Security Task Final Report (2005) recommended that in each courthouse “points of entry should be monitored to prevent the introduction of weapons and other dangerous instrumentalities.”  Limiting public access to a single entrance to the courthouse is a cost-effective means to control the flow of persons into the courthouse and to enhance the ability of a peace officer to conduct security screening as needed.  

4. Limit public access to each government office (e.g., clerk of court office, county auditor, county treasurer, etc.) to a single entrance within the building.  If there are additional doors for entering/exiting such offices, they should be securely locked to prevent entry by members of the public.  Employees, however, should be allowed to exit through those doors.  The county could consider electronic lock systems that would allow employees to unlock those doors by swiping an encoded employee identity card by an electronic sensor.
5. Immediately respond to duress alarms:  An armed peace officer should be designated for immediate response to any duress alarm or call for assistance from any person employed in a courthouse or other public building. 

6. Establish a policy on weapons in the court facility:  In the absence of a county ordinance or resolution prohibiting weapons in the entire court facility, the chief judge of the judicial district should issue a supervisory order prohibiting weapons in areas of the courthouse occupied by judicial officers and judicial branch staff.  Such a supervisory order should be uniform throughout the judicial district.  Any county ordinance or resolution or supervisory order by a chief judge on this issue should include a specific provision to allow trained peace officers who are on duty to carry weapons in the court facility.  The ordinance, resolution, or supervisory order should be included as an addendum to the court facilities security plan.
7. Securely store all admitted evidence when court is not in session:  To preserve the integrity of the legal process, courts must secure evidence that has been admitted to prevent tampering or theft when the court is recessed or not in session.  This policy should specifically identify who will be responsible for this task.
8. Securely store dangerous objects and substances:  When dangerous substances or objects, including but not limited to weapons, toxic substances, and flammable materials, are maintained in the courthouse or other public building, they should be stored in a secure area that includes the following security features:

a. Access is limited to those specifically identified to have access.

b. The door is locked by a deadbolt lock or padlock, when not occupied.

c. Doors with exposed hinges have hinge pins welded or turned to preclude removal.

d. Windows are covered with permanently affixed bars or expanded steel mesh.

e. Adequate ventilation and temperature control, so the area is not subjected to extremes of hot or cold within limits shown on containers.
f. Fire-fighting equipment, which can be as sophisticated as a sprinkler system or as simple as a fire extinguisher.
9. Securely store prohibited weapons: When an ordinance, resolution, or supervisory order prohibits weapons in all or parts of the courthouse or other public building, confiscated or relinquished weapons should be stored in be a secure place (e.g., a lock box) in a controlled area having limited public access. (See also CPBS-2C.7, above.)
10. Search courtrooms daily for contraband, weapons, or other objects that might pose a security threat.  At a minimum, a designated court staff member or law enforcement officer should conduct a visual examination of the courtroom immediately prior to the beginning of court sessions each day. 

11.  Lock courtroom doors when court is not in session and lock doors to the clerk’s office and county offices when no employees are present in the office.  A designated court staff member or law enforcement officer should lock each courtroom whenever court is not in session.  Public access doors into the clerk of court’s office and all county offices should also be locked when no employees are present.
12. Establish a policy on use of restraints on criminal defendants in custody while in the courthouse:  The use of all restraining devices should be clearly set forth as applicable to all defendants in custody, whether they are male, female, juvenile, or handicapped persons.  Application of the policy should be uniform and consistent.  Restraints should be used at all times except during jury trials.  During long trials restraints should be used in the discretion of the trial judge.  The sheriff should consider the use of electronic restraint and compliance system (e.g., belt) for high risk defendants.  The restraints should remain in place after a judge orders a defendant released from custody until the defendant is returned to the jail and officially released from custody.

13. Establish a policy governing control of keys:  Keys, particularly masters and grand masters, should be under close supervision at all times.  Their issuance should be strictly controlled according to criteria set forth in this policy.  The loss of keys for sensitive areas requires rekeying of affected locks without delay.  This section should identify a person who will be responsible for these keys and keeping a record of who has copies of these keys.
14. Establish procedures for securely moving prisoners into and out of a court facility:  Trained peace officers, rather than civilian guards, should accompany prisoners into and out of a court facility to protect the public, court facility employees, elected county officials, and judges from prisoners while they are being escorted to or from a courtroom.  In court facilities that do not have separate secured hallways and stairs (or elevators) for transporting prisoners, these procedures could include a sally port or a designated entrance from which the public is restricted, at least at the time of prisoner movement.
15. Establish a protocol for the movement of people throughout the court facility:  Most courthouses are constructed in a way that compels judges and elected officials to enter, circulate, and exit a court facility in the same locations as members of the public.  This creates safety concerns, especially in facilities that have minimal or no security screening or no armed peace officer present each day in a court facility.  Designated movement patterns could be considered for the public, employees in the court facility, judges, and elected county officials – if this strategy is feasible.  
16. Establish a “high risk trial” plan:  This section should include a general protocol for handling trials that might involve significant risks to persons in the courtroom or court facility (e.g., trials involving gangs known to be violent).  The protocol should identify security issues that will need to be addressed when such trials occur (e.g., extra security officers, location of security officers, temporary security screening equipment -- if not already installed, instructions to all employees in the court facility, instructions to judge and other participants in the trial, etc.).
17. Establish a protocol for identifying and handling suspicious envelopes and packages delivered to the courthouse or other public building.  There should be a single room where all mail and other deliveries are received.  Designated persons in the courthouse or other public building should screen all envelopes and packages for suspicious characteristics, and should slice open (with a letter opener or knife) each envelope to check for possible harmful substances.  This can be done without reading the contents of an envelope.  If an envelope or package is identified as suspicious – or an envelope is found to contain a suspicious substance, the person who opened the envelope or package should follow a standard “protocol for handling suspicious substances.” (State court administration can provide a copy of a standard protocol.)

18.  Report significant security threats and incidents in or on the grounds of the court facility or other public building.  Within 48 hours after an incident occurs that caused a fear of or actual physical harm to one or more persons or to public property, one person who observed the incident should submit a report on the incident to the sheriff’s office and, if the incident occurred in or on the grounds of the courthouse, to the state court administrator (SCA) and the district court administrator by using an online form provided by SCA.
19. Maintain a record of all security-related equipment and supplies.  The county sheriff or a designee should maintain a written list of the types of equipment (e.g., fire extinguishers, lock box, magnetometer) and supplies (e.g., surgical masks, first-aid supplies) used for court or public building security and emergencies and the location of the equipment.  The list should also identify dates of acquisition and shelf life for such material as electronic gear, alarms, communications equipment, fire detection and fire-fighting items, restraints, and first aid equipment.  The list should be updated biannually and distributed to all security coordinators and backup SCs (see CPBS-2C.1).  
20. Semi-annually inspect and report on the condition of all security-related equipment and supplies. Confidence in the performance of security equipment and supplies is essential.  Every six months, a designated law enforcement officer or other official should test the condition of all security equipment and supplies identified in the physical security plan (see CPBS-2B).  The person who conducts this inspection should file a report on the inspection with the county’s Director of Emergency Management, chair of the county’s Board of Supervisors, chair of the CPBS Committee, clerk of district court, the security coordinator in each office in the court facility, and any elected county officials with an office in the court facility.  Action should be taken immediately to address any concerns revealed by the semi-annual inspection.  
21. Annually conduct a fire safety inspection, fire drill, and tornado drill:  
a. Fire safety inspection:  A local professionally trained fire inspector or the Iowa Fire Marshal’s Office should conduct an annual fire safety inspection of the courthouse and other public buildings to ensure compliance with fire safety regulations for buildings open to the public.  The person who conducts this inspection should file a report on the inspection with the county’s Director of Emergency Management, chair of the county’s Board of Supervisors, chair of the CPBS Committee, clerk of district court, and any other elected county officials.  Action should be taken immediately to address any fire safety concerns revealed by the annual inspection.
b. Fire and tornado drills:  At least one fire drill and one tornado drill should be conducted each year for all personnel in each public building.  The tornado drill should be conducted in the spring, when tornados are most likely to occur.  All persons in the courthouse or public building at the time of each drill should participate in the drill; no exceptions. The security coordinator in each office should ensure compliance by persons in her or his office.
22. Immediately distribute the CPBS Plan and any subsequent amendments to the plan to all judicial officers who serve in, all persons employed in, the court facility:  When a CPBS Plan is adopted and any time it is subsequently amended, it should be distributed to all persons employed in the courthouse and other public buildings.  The security coordinator in each office should follow up to ensure that each employee has received the document and should obtain a signed acknowledgement from each employee that the employee: (a) has received a copy of the plan or amended plan, (b) has read it, and (c) understands that the CPBS Plan is a confidential document that must not be shared with the public.  
CPBS-3
Pursuant to Iowa Code section 22.7(50)(b), the County Board of Supervisors or other appropriate government body responsible for courthouse and public building security should issue a written policy declaring that the Courthouse and Public Building Security Plan and security video recordings to be confidential materials consistent with the terms of Iowa Code section 22.7(50).
A. Board of Supervisors’ meeting to discuss and approve the CPBS Plan.  This meeting should not be open to the public.
B. Persons authorized to see the Court Facilities Security Plan.  After this policy is officially adopted, persons authorized to see the court facilities security plan should include: all persons employed in the court facility, judges in the judicial district, county magistrates who serve in the county, members of the county board of supervisors, county and local law enforcement officers, county emergency management office staff, district court administration staff, and state court administration staff.  

C. Instructions regarding the confidentiality of the Court Facilities Security Plan and court security video recordings.  Persons authorized to see confidential security plan and (or) security video recordings should be instructed not to share or distribute (physically, verbally, or electronically) these confidential plans or other materials with any person who is not authorized to see the document.  

D. Addendum to the CPBS Plan.  The official written policy on the confidentiality of the CPBS Plan should be included as an addendum to the CPBS Plan.

CPBS-4
Adopt and implement a security training program for all courthouse and public building employees and judicial officers who work in the court facility. 
A. Training and emergency drills.  
1. All persons employed in offices located in a courthouse or other public building should: 
a. Receive a written copy of the emergency action plan (CPBS-2A) and security operations plan (CPBS-2C), and should be informed about the confidentiality of these document(s).  Periodic in-house training should be done to review the plans. 
b. Participate in annual fire and tornado drills. 

c. Participate in periodic training on security-related issues (e.g., response to an active shooter and/or hostage situation in the building).  
2. New employees should receive information about the CPBS Plan on the first day of employment and should receive at least basic in-house training on security-related matters soon thereafter. 

3. One or more persons employed in a court or public building should learn CPR.
B. Responsibility for coordinating training programs.  The Director of Emergency Management in each county, or that person’s designee, should organize periodic security-related training programs for employees in court facilities and for ensuring that fire and tornado drills are conducted at least once each year.

CPBS-5
The CPBS Committee should submit an annual report on courthouse security to the State Court Administrator (SCA) and District Court Administrator (DCA) each year.
The chair of the CPBS Committee or a designee should submit the report to the SCA and the DCA on August 15 each year. The SCA will provide a report template that can be completed and submitted online.  The report will provide basic information on courthouse security, including at least the following:

A. Status of the CPBS Committee.  Include a list of current members of the CPBS Committee and dates the committee met in the previous fiscal year (July to June).
B. Confirmation of the existence of a written CPBS Plan.
C. Checklist of the elements in the Guidelines for Courthouse and Public Building Security that have been implemented for related to courthouse security.  
D. Description of changes during the previous fiscal year that enhanced courthouse security including:

a. Physical or structural improvements to the facility,

b. Additions of courthouse security staff, and (or)

c. Changes in courthouse security procedures or equipment.

d. Estimated costs for these improvements.

E. Security improvements (if any) to be implemented in the next fiscal year:
a. Describe the types of changes (see the categories in CPBS-5(D), above).

b. Estimated costs for these improvements.

F. Unmet court facility security needs beyond next fiscal year:
a. Describe any unmet security needs (see the categories in CPBS-5(D), above).

b. Estimated costs for these improvements.
CPBS-6

The CPBS Committee should submit an annual report, similar to the one outlined in CPBS-5, to the county board of supervisors and other elected county officials on the security of other public buildings in the county.
Checklist of the Courthouse and Public Building Guidelines and Suggested Priorities
	
	
	When to implement:
	

	
	 Guideline subsections and descriptions:
	Soon
	Med. 
term
	Long 
term
	Check

if

DONE

	CPBS-1
	Establish a Courthouse and Public Building Security (CPBS) Committee.
	X
	 
	 
	

	CPBS-2
	Develop a written CPBS Plan.  It should include:
	X
	 
	 
	

	 
	A.  An Emergency Action Plan to provide procedures and supplies to effectively respond to at least the following issues:
	X
	 
	 
	

	 
	   1.  Fire – including at least one annual drill; all personnel participate.
	X
	 
	 
	

	 
	   2.  Tornado – including at least one annual drill; all personnel participate.
	X
	 
	 
	

	 
	   3.  Flood.
	X
	 
	 
	

	 
	   4.  Infectious disease outbreak (e.g., H1N1 virus).
	X
	 
	 
	

	 
	   5.  Bio-terror incident (e.g., anthrax/white powder).
	X
	 
	 
	

	 
	   6.  Bomb threat.
	X
	 
	 
	

	 
	   7.  Active shooter in the building.
	X
	 
	 
	

	 
	   8.  Hostage situation.
	X
	 
	 
	

	 
	   9.  Medical emergency (e.g., heart attack, injury, blood exposure)
	X
	 
	 
	

	 
	B. A Physical Security Plan, which should include the following provisions:
	X
	 
	 
	

	 
	   1.  Initial physical security assessment of each public building by the U.S. Marshal’s Office or the state Office of Homeland Security
	X
	 
	 
	

	
	   2.  Duress alarms installed in all courtrooms, judges' chambers, clerk's office, clerk's counter, JCS office, and all county offices.
	X
	
	
	

	 
	   3.  Telephone (land line or cell phone) for external communication in each courtroom, chambers, JCS office, and other county offices.
	X
	 
	 
	

	 
	   4.  Exterior windows and doors secured and intrusion alarms installed.
	X
	X
	 
	

	 
	   5.  Fire/smoke detectors installed and functioning.
	X
	 
	 
	

	 
	   6.  Hydrants, hoses, and fire extinguishers accessible & functioning.
	X
	 
	 
	

	 
	   7.  Adequate medical/first aid supplies for responding to emergencies.
	X
	 
	 
	

	
	   8.  Adequate tornado shelter for persons in the court facility.
	X
	X
	
	

	 
	   9.  Adequate interior lighting in courtrooms, offices, hallways, etc.
	X
	 
	 
	

	 
	   10.  Adequate emergency interior light source for all locations above.
	X
	X
	 
	

	 
	   11.  Adequate exterior lighting installed (grounds, parking lots).
	X
	X
	 
	

	 
	   12.  Magnetometer easily accessible for security screening.
	X
	X
	 
	

	 
	   13.  Security cameras installed in key locations in the building.
	 
	X
	X
	

	 
	   14.  Counter security screens installed at the public counter in the clerk of court office and all county offices.
	 
	X
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	   15.  Bullet-resistant material installed inside front of each judge's bench.
	 
	X
	X
	

	 
	   16.  Advanced security screening equipment (airport style) installed, if feasible, at the entrance to the courthouse.
	 
	 
	X
	

	 
	   17.  New or substantially remodeled courthouses should include a separate secure entrance and hallway for movement of prisoners.
	 
	 
	X
	

	 
	   18.  New or substantially remodeled courthouses should include secure parking and separate secure entrance and hallway for judges and elected county officials.
	 
	 
	X
	

	 
	C.  A Security Operations Plan, which should include the following provisions:
	X
	 
	 
	

	 
	   1.  Designate a security coordinator (SC) and backup SC in each office.
	X
	 
	 
	

	 
	   2.  Assign a trained peace officer to the court facility on any day there is a judge on duty in the facility.
	 
	X
	 
	

	 
	   3.  Limit public access to a single entrance into and out of the courthouse.
	 
	X
	 
	

	
	   4.  Limit public access to each government office inside the courthouse and possibly other public buildings to a single entrance.    
	X
	X
	
	

	 
	   5.  Immediately respond to duress alarms: an armed peace officer should be designated to respond immediately.
	X
	 
	 
	

	 
	   6.  Establish policy on weapons in the courthouse: In the absence of a BOS ordinance or resolution prohibiting weapons in the court facility, the chief judge should issue a supervisory order prohibiting weapons in areas controlled by the court (except for on duty peace officers).
	X
	 
	 
	

	 
	   7.  Securely store all admitted evidence when court is not in session.
	X
	 
	 
	

	 
	   8.  Securely store dangerous objects and substances.
	X
	 
	 
	

	 
	   9.  Securely store prohibited weapons.
	X
	 
	 
	

	 
	   10.  Search courtrooms daily for objects that could pose a threat.
	X
	 
	 
	

	 
	   11.  Lock each courtroom when court is not in session, and lock doors to the clerk’s office and county offices when no employees are present.
	X
	 
	 
	

	 
	   12.  Establish policy on use of restraints on criminal defendants in custody while in the courthouse.
	X
	 
	 
	

	 
	   13.  Establish policy on control of keys for the courthouse and other public buildings.
	X
	 
	 
	

	 
	   14.  Establish procedures for securely moving prisoners into and out of the courthouse to protect bystanders.
	X
	 
	 
	

	
	   15.  Establish a protocol for movement of people throughout the facility. 
	X
	X
	
	

	
	   16.  Establish a “high risk trial” protocol.
	X
	
	
	

	
	   17.  Establish a protocol for identifying and handling suspicious envelopes and packages delivered to the court facility.  
	X
	
	
	

	 
	   18.  Report significant security-related threats and incidents (using online report form/process established by state court administration).
	X
	 
	 
	

	 
	   19.  Maintain a record of all security equipment and supplies.
	X
	 
	 
	

	 
	   20.  Semi-annually review and report on the quantity, condition, and location of all security equipment and supplies.
	X
	 
	 
	

	 
	   21.  Annually conduct fire safety inspection and fire & tornado drills.
	X
	 
	 
	

	 
	   22.  Immediately distribute the CPBS Plan and subsequent amendments to all employees in the courthouse and other public buildings.
	X
	 
	 
	

	 
	 Guideline subsections and descriptions
	Soon
	Med. 
term
	Long 
term
	Check

if

DONE

	CPBS-3
	Board of Supervisors or other appropriate government body should adopt written policy that the CPBS Plan and security camera recordings are confidential materials pursuant to Iowa Code section 22.7(50).
	X
	 
	 
	

	CPBS-4
	Adopt and implement a security training program for all employees in the courthouse and other public buildings.
	X
	 
	 
	

	CPBS-5
	 County CPBS Committee should submit an annual report to State Court Administration and District Court Administration on Aug. 15 (via online form provided by SCA) regarding courthouse security.
	X
	 
	 
	

	CPBS-6
	 County CPBS Committee should submit an annual report to the county board of supervisors and other elected county officials regarding security of other public buildings in the county.
	X
	
	
	


Resources for Courthouse and Public Building Security Planning and Assistance
Iowa’s Homeland Security and Emergency Management Office (Des Moines)


Phone: 515-725-3231    Website: http://homelandsecurity.iowa.gov/
U.S. Marshal’s Office – Southern District of Iowa:  Phone: 515-284-6166

U.S. Marshal’s Office – Northern District of Iowa:  Phone: 319-362-4411

State Court Administration (SCA, Des Moines):  *Phone: 515-281-5241 / **Court personnel may access these materials by going to Sharepoint on the judicial branch’s internal network; click on “Judicial Insider” – then click “Court Security” (under “Document Libraries”).

*Sample Court Facility Security Plans (CPBS-2) – Call phone number above.

*Sample Emergency Action Plan (CPBS-2A) – Call phone number above.

**Suggested Protocol for Handling Suspicious or Toxic Substances (CPBS-2C.5 and 2C.17)


**Suggested Protocol for Responding to an Active Shooter in the Building (CPBS-2A.7)


**Form for reporting security-related incidents (CPBS-2C.18)


**Form for submitting the County CPBS Committee’s Annual Report to SCA & DCA (CPBS-5)

**Personal Safety Tips for Judges and Court Staff
Iowa State Assoc. of Counties (ISAC, Des Moines):  Phone: 515-244-7181 / Website: www.iowacounties.org

Sample Emergency Action Plans (CPBS-2A) and other security-related information and referrals


National Center for State Courts, Court Security Resources:


 http://www.ncsc.org/Topics/Courthouse-Facilities/Court-Security/Resource-Guide.aspx
National Sheriffs’ Association:  http://www.sheriffs.org/content/court-judicial-security-certification
U.S. Courts Design Guide (Administrative Office of the U.S. Courts, Washington, D.C., 2007). This is available on the National Center for State Courts’ website (above).
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